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ABSTRACT

The size of online transactions is always growing due to the Internet's quick growth of technology. The problem
of associated network transaction fraud has also gotten worse at the same time. The properties of the network
transaction—low cost, extensive reach, and high frequency—make it more difficult to identify fraud. The
practice of making payments online is becoming increasingly popular as we move closer to modernity. Online
payments are particularly advantageous for the buyer since they save time and address the issue of free money.

We also don't need to bring any cash with us. But as we all know, good things often come with negative things.

Fraud can occur with any payment app when using the online payment method. Online Payment Fraud

Detection is crucial as a result.

INTRODUCTION

Mobile payments are becoming among the most used payment options. The internet trading platform regularly
sees thousands of transactions. Some criminals have the chance to commit crimes thanks to the prevalence of
network transactions. The risk of theft of personal property exists in the complex network environment,
endangering not only consumer interests but also negatively affecting the healthy growth of the network
economy. Consequently, one of the important techniques for addressing the issue of network transaction fraud is
transaction fraud detection.

The majority of statistical and multidimensional analysis approaches are used in traditional fraud detection.

It is challenging to discover the laws concealed behind the transaction records because these approaches are
verification ones. Big data technology and machine learning algorithms offer effective approaches for detecting
transaction fraud. Machine learning is able to express significant aspects across a big amount of data in a way
that traditional statistical methods cannot. By employing the appropriate machine learning technique, we may
create a model based on the transaction data already available to realise the identification of network transaction

fraud and so lessen the damage brought on by fraud.

As a component of overall fraud prevention, payment fraud detection automates and assists in reducing the
manual components of a screening/checking process. Because it is impossible to know with certainty the

validity of an intention behind an application or transaction, it is a difficult problem.

Methodology
Below are all the columns from the dataset | am using:

step: represents a unit of time where 1 step equals 1 hour type: type of online transaction amount: the amount of
the transaction nameOrig: customer starting the transaction oldbalanceOrg: balance before the transaction

newbalanceOrig: balance after the transaction nameDest: recipient of the transaction oldbalanceDest: initial
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balance of recipient before the transaction newbalanceDest: the new balance of recipient after the transaction

isFraud: fraud transaction

The objective of the fraud detection methodology is to develop classification models that will help identify fraud

in electronic transactions.
Finding the data that should be properly taken into account is part of the data selection process.
The method used for the prediction model is Decision Tree Algorithm.

The most effective and well-liked technique for categorization and prediction is the decision tree. A decision
tree is a tree structure that resembles a flowchart, in which each leaf node (terminal node) bears a class label,

each internal node implies a test on an attribute, and each branch shows the test's result.

CONSTRUCTION OF DECISION TREE:

By dividing the source set into subgroups based on an attribute value test, a tree can be "trained™. It is known as
recursive partitioning to repeat this operation on each derived subset. When the split no longer improves the
predictions or when the subset at a node has the same value for the target variable, the recursion is finished.
Decision tree classifier building is ideal for exploratory knowledge discovery because it doesn't require
parameter configuration or domain understanding. High-dimensional data can be handled via decision trees.
Decision tree classifiers are often accurate. A popular inductive method for learning classification information is

decision tree induction.

DECISION TREE REPRESENTATION:

Decision trees categorise instances by arranging them in a tree from the root to a leaf node, which gives the
instance's categorization. As seen in the above diagram, to classify an instance, one tests the attribute given by
the root node of the tree before continuing down the branch of the tree that corresponds to the attribute's value.

The subtree rooted at the new node is then subjected to the same procedure once more.

GINI INDEX:

The Gini Index is a number that measures how accurately a split is between the groups that are categorised. A
score between 0 and 1, where 1 represents a randomly distributed distribution of the elements within classes, is
evaluated using the Gini index. In this situation, we wish to have a low Gini index score. The assessment

statistic we'll use to assess our decision tree model is the Gini Index.

STRENGTHS OF DECISION TREE METHOD:

e Decision trees are capable of producing clear rules.
e Without requiring a lot of computing, decision trees conduct classification.
e Both continuous and categorical variables are capable of being handled by decision trees.

e Which fields are crucial for classification or prediction can be clearly shown in decision trees.
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Woeakness of Decision Tree Method:

e For estimating situations when the objective is to forecast the value of a continuous characteristic,
decision trees are less suitable.

e In classification problems with multiple classes and a limited number of training samples, decision
trees are prone to errors.

e The training of decision trees can be computationally expensive. A decision tree's growth requires
extensive computing work. Each candidate splitting field at each node must first be sorted in order to
determine which split is optimal. Some algorithms employ combinations of fields, hence it is necessary
to look for the best combining weights. Due to the need to create and evaluate numerous candidate sub-

trees, pruning algorithms can also be costly.

Predictive and descriptive techniques are particularly intriguing in the context of fraud since they make it
evident what criteria were used to produce their predictions, which is a crucial tool for comprehending fraud-

related trends.

Appendices

In [8]: import rumgy as ro
import pandas as pd
isport matplotlib.pyplot as plt
iaport seaborn as sns
fnetplotlib inline

In [21]: data = pd.read excel("onlicefraud xlsx")
print|data.head())

step type awent naeedeig oldoalancelrg reaalanceleiz |

6 1 PAYEENT 9838.6¢ (CLZ31088815 1781%.8 168296.35
11 PAYRENT 1864.28 (1636544165 MHs8 13384.71
1 1 TRANFER  181.88 (15485145 1818 8.9
31 (SHOUT 18108 (Bdeedsert 1.3 8.9
4 1 PAMENT 188814 (284853728 DIER 2585.8

nawdest oldzalancedast rewbalaneedest Isfraud IsFlaggectrau
B KI179787155 9.8 £.3 8 8
1 HeMEnRy 2.6 g3 8 8
1 (553084065 2. g8 1 ]
3 (387019 11828 2.9 1 ]
4 NL2387eLR83 8.8 ¢.8 L] ]
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In [22]: data.info()

<class 'pandas.core.frame.DataFrame'>
RangeIndex: 1848575 entries, @ to 1048574
Data columns (total 11 columns):

L B Y T N

[T}

18

Column

nameOrig
oldbalancelrg
newbalancelrig
nameDest
oldbalanceDest
newbalanceDest
isFraud
isFlaggedFraud

Non-Null Count

1048575 non-null i

1848575 nen-null
1848575 non-null
1848575 non-null
1048575 non-null
1848575 non-null
1848575 non-null
1048575 non-null
1848575 non-null
1848575 non-null
1848575 non-null

-----

object
floated
floated
object
float64
floate4
inted
inted

dtypes: float64(5), int64(3), object(3)
memory usage: 88.8+ M8
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In [24]: obj = (data.dtypes == 'object')
object_cols = list(obj[obj].index)
print(“Categorical variables:", len(object_cols))

int_ = (data.dtypes == 'int')
num_cols = list(int_[int_].index)
print("Integer variables:", len(num_cols))

fl = (data.dtypes == 'float')
fl_cols = list(f1[f1].index)
print("Float variables:", len(fl_cols))

Categorical variables: 3
Integer variables: @
Float variables: 5

In [48]: data["type"] = data["type"].map({"CASH_OUT": 1, "PAYMENT": 2,
"CASH_IN': 3, "TRANSFER™: 4,
"DEBIT": 5})
data["isFraud"] = data["isFraud"].map({8: "No Fraud", 1: "Fraud™})
print(data.hezd())

step type amount  nameOrig oldbalanceOrg newdalanceOrig |\

] 1 2 9839.54 (1231006815 172136.9 1692%6.36

1 1 2 1864.28 (1666544235 21249.8 15384.72

2 1 4 181.88 (1385486145 181.8 2.00

3 1 1 181.08 (3433871 181.8 2.00

4 1 2 11888.14 (2048537728 41554.8 25885.86
namedest oldoalancedest newbalancedest IsFraud IsFlaggedFraud

@ N1979787155 2.8 2.2 No Fraud 8

1 N2844282225 8.8 2.2 No Fraud g

2 (553264865 8.8 2.2 Fraud e

3 (38357018 21182.8 2.2 Fraud e

4 N1238761763 6.8 8.8 MNo Fraud ]
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In [43]: sns.countplot(x="type', data=data)

Out[43]: AxesSubplot:xlabel="type', ylabel="count">

In [44]: sns.barplot(x="type', y="amount', data=data)

Out[44]: <AxesSubplot:xlabel="type', ylabel="amount's

www.iejrd.com SJIF: 0.138
E-ISSN NO: 2349-0721


http://www.iejrd.com/

In [45): data['isFraud'].value_counts()

Dut[25]: No Fraud 1847433
Fraud 1142
Neme: isfraud, dtype: intéd

In [46]: plt.figure(figsize=(15, 6))
sns.distplot(data[‘step'], bins=58)

Out[46]: <AxesSubplot:ilabel="step', ylabel='Density'>

anl

In [48]: plt.figure(figsize=(12, 6))
sns. heatmap(data. corr(),
cnap="Bri6’,
fat=".2¢',
linewidths=2,
annot=True)
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Dut[48]: cAvesSubplot:)
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In [43]: typa_new = pd.ges dumwies(data[ type’], drop_first=True)
data_new » pd.concat({data, type_new], axisel)
data_nen.head!)

WAL gep type amourt  nameOrg olbeanceOrg sewdalanceOrly  namaDest cidbslanceDest sewtalinceest KFraed isFlacgecFravd 2 3 4 5

¢ 1 2 W& C1231006815 1704380 1600636 M1GTEIB155 00 G0 NoFraus 01000

112 136428 CIE6E5M2% 240 B2 MIMGRZS o 00 NoFaus p1ot6e

2 1 & B0 13054365 1810 000 CSS3264065 00 09 Fau 00010

301t 18100 CRLET 1810 000  Clgsemo 2820 00 Faus poooe

4 1 2 neE W CRE8TTN 45640 2030686 M12X0701703 00 00 NoFaus 010040
In [58]: X = data_new.drop{[ 'isFravd’, 'type’, ‘ramaCrig', ‘naveDest'], axis=1)

y = data_new{'isFraud']

In [51]: X.shape, y.shape

Outs1]: ((1e48575, 11), (1048575,))
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n [52]: from sklesrn.podel selection isport train test split
¥ = np.arezy(data[[” "asount”, “oldbalancelrg”, nesb
¥ = np.array|data[|

In [33]: from sklearn,tree dnport DecisionTresClassifier
rtrain, xtest, ytrain, ytest = train test split{x, y, test size=8.18, randox state=£2)
model = DzcisionTres(lassifier|)
model  fit(xtrain,ytrain)

orint{sodzl.score(test, ytast))

8.56408724 1753665

In [34]: festures = np.array([[4, 592060, %2€0.60, 4.2]])

orint{sodel.predict(features))

CONCLUSION

As fraud is part of operational risk, the results have far-reaching implications for regularity issues. A
complicated problem like online payment fraud detection requires a comprehensive understanding of the
problem. A prerequisite for this is access to a complete dataset. For the evaluation of our method, we used a real
dataset obtained from a private bank. Regardless of the algorithm chosen, feature extraction is an essential part
of developing an effective fraud detection method. The known fraud cases are only used in the ensemble
aggregation step when the base learning programs are combined to form the final predictive function. Our
framework opens exciting directions for future research.
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