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ABSTRACT: 

Up till now numerous shoulders surfing 

safe graphical watchword plans have been 

proposed. On the other hand, as the greater part 

of the clients are more acquainted with literary 

passwords than the immaculate graphical 

passwords plot hence the content based graphical 

secret key plans have been proposed. However, 

none of the current content based shoulder 

surfing safe graphical watchword plans is both 

secure and sufficiently proficient. In this paper, 

we propose an enhanced content based shoulder 

using so as to surf safe graphical secret key plan 

hues in view of that the client can without much 

of a stretch and proficiently login framework. 

Next, we give the security and ease of use of the 

proposed plan, and demonstrate the resistance of 

the proposed plan to shoulder surfing and 

incidental login. Presently we propose a system 

that is 3D secret word with session based strategy 

for login security in advanced mobile phone 

implies we are going to utilize two level 

confirmations that is basic content based shoulder 

surfing graphical watchword as a first level. At 

whatever point we are going to login in advanced 

mobile phone there is one circle happen with 

numerous arbitrary shading and hover isolated 

into eight part which contain characters and 

alphanumerical which we select as a secret key. 

Furthermore, 3D pictures as a second level in 

which at whatever point client going to begin a 

session in advanced cell, number of time 3D 

pictures will be change yet question will be same 

which is utilized as a secret key on 3D pictures, 

which give more security to the client in PDA 

 

Keywords: -graphical secret key plan, watchword 

plans 

 

 

I. INTRODUCTION 

The shoulder surfing assault is an assault that can 

be performed by the aggressor to acquire client’s 

secret word by viewing over the client's shoulder 

when client enter his watchword. In a current work, 

we can see the procedure accommodate verification 

is that there is one circle give which gap into eight 

division having numeric and alphanumeric into 

every individual area. What's more, every 

individual segment having distinctive shading. 

Additionally there are some key accommodate 

pivot division to pick shading and secret word 

either clockwise or anticlockwise and afterward 

affirm or login. Yet, anybody can figure this level 

means somebody who is near the client then he/she 

should know the top choices shade of client and 

once the assailant know the entering shade of client 

then he/she is near assault the watchword by 

speculating assault or word reference assault. 

What's more, one downside is additionally that this 

strategy accommodate desktop client. As ordinary 

secret word plans are powerless against shoulder 

surfing. In one a current proposed system is that 

there are three shoulder surfing safe graphical 

secret key plans are given, first the Movable Frame 

plan, second the Intersection plan and the last one 

Triangle plan. Be that as it may, the Movable 

Frame plan and the Intersection plan have been 

disappointment rate. In the Triangle conspire, the 

client needs to pick and remember a few pass-

symbols as his secret word. To login the 
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framework, the client need to accurately pass the 

foreordained number of difficulties. In every test, 

the client need to discover three pass-symbols 

among an arrangement of haphazardly symbols 

showed on the login screen and after that snap 

inside the undetectable triangle made by those three 

pass- symbols. This plan likewise disappointment. 

In an existing method they give just circle having 

eight division however just having numeric and 

alphanumeric not a solitary shading in area and 

there is no probability of pivot the segment either 

clockwise or anticlockwise. This plan is 

additionally less secure. After that the new system 

is give and that is only our reference paper 

procedure. In another existing method they 

proposed a plan as test reaction recognizable proof. 

Means a watchword in our plan is time-variation. 

Client who knows the secret word can get the test 

and to react accurately to the assailant. An 

aggressor still can't ready to tell what the secret 

word is, regardless of the possibility that he/she has 

speculated a client's login procedure. Tragically 

this plan additionally happen disappointment and 

the secret key estimate by aggressor. And now our 

proposed technique is that we design 3D password 

as a second level at the time of registration and 

login time. 

 

II. LITERATURE REVIEW 

In 2002, Sobrado and Birget et al. 

proposed three shoulder surfing safe graphical 

secret key plans, first the Movable Frame plan, 

second the Intersection plan and the last one 

Triangle plan. Be that as it may, the Movable 

Frame plan and the Intersection plan have been 

disappointment rate. In the Triangle conspire, the 

client needs to pick and retain a few pass-symbols  

as his watchword. To login the framework, the 

client need to effectively pass the foreordained 

number of difficulties. In every test, the client need 

to discover three pass-symbols among an 

arrangement of arbitrarily symbols showed on the 

login screen and after that snap inside the 

imperceptible triangle made by those three pass-

symbols. This plan likewise disappointment.  

In 2005, L. Sobrado and J.C. Birget et al. They 

proposed a plan as a test reaction recognizable 

proof. Means a secret key in our plan is time-

variation. Client who knows the secret key can get 

the test and to react effectively to the assailant. An 

aggressor still can't ready to tell what the secret 

word is, regardless of the possibility that he/she has 

estimate a client's login procedure. Lamentably this 

plan additionally happen disappointment and the 

secret key theory by assailant.  

In 2006, B. Hartanto, B. Santoso, and S. Welly et 

al. The versatile edge graphical secret word must 

be utilized for an application that needs better 

security however does not require a fast time for 

the entering watchword. To defeat this 

disadvantage the supplanting of the alphanumerical 

secret word with the moveable casing graphical 

watchword for people in general machine - where 

most clients access it in a brief timeframe - is not 

prescribed yet. Sadly this plan was additionally fall 

flat.  

In 2009, Gao, X. Liu, S. Wang, H. Liu, and R. Dai 

et al. proposed a shoulder surfing safe graphical 

secret key plan, Color Login, in which for 

lessening the login time the foundation shading was 

usable variable. Notwithstanding, the likelihood of 

unintentional login of Color Login is too high and 

the secret key space is too little. Means 

programmer can without much of a stretch theory 

shade of client which he enter as a secret key and 

because of this plan additionally high 

disappointment.  

In 2010, B. R. Cheng, W. C. Ku, and W. P. Chen et 

al. A straightforward content based shoulder 

surfing safe graphical secret key, in which the 

client can productively and effectively finish the 

login procedure without agonizing over shoulder 

surfing assaults with the assistance of division 

login.The system for the proposed plan is basic and 

simple for clients to pick the watchword first level 

as a selecting shading and second level as an enter 

content watchword from the segment which 

separation into eight part in circle. Yet, there is 

likewise examinations the incidental login.  

In 2011, M. Sreelatha, M. Shashi, M. Anirudh, Md. 

Sultan Ahamer, and V. Manoj Kumar et al. Two 

validation procedures in light of shading and 

pictures are proposed for security. Both the 

strategies use lattice for session passwords era. To 
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begin with level as a shading determination and 

second level as a pictures choice as a secret word 

among various pictures which likewise happen 

disappointment.  

Around the same time, S. H. Kim, J. W. Kim, S. Y. 

Kim, and H.G. Cho et al. proposed a content based 

shoulder surfing safe graphical secret word 

conspire, and utilized an examination system for 

inadvertent login resistance and shoulder surfing 

imperviousness to give the security of their plan. 

Tragically, the resistance of Kim et al's. plan to 

unplanned login is not acceptable.  

In 2013, S. H. Kim, J. W. Kim, S. Y. Kim, and 

H.G. Cho et al. proposed a confirmation level for 

client to choose shading and after that secret word 

among diverse area by utilizing key anticlockwise 

and clockwise for login the framework. 

 

III. PROPOSED TECHNIQUE 

 

 

Fig:-3.1 simple text based shoulder surfing 

resistant graphical password scheme 

In a current work that is, A straightforward content 

based shoulder surfing safe graphical secret word 

plan, we can see the method accommodate 

confirmation is look like above. One circle gives 

which gap into eight segment having numeric and 

alphanumeric into every individual segment. 

What's more, every individual division having 

distinctive shading. As seen above there are some 

key accommodate pivot segment to pick shading 

and secret word either clockwise or anticlockwise 

and after that affirm and login. In any case, 

anybody can figure this level means somebody who 

is near the client then he/she should know the top 

choices shade of client and once the aggressor 

know the entering shade of client then he/she is 

near assault the secret word by speculating assault 

or lexicon assault. Furthermore, one downside is 

likewise that this strategy accommodate desktop 

client.  

Our proposed system is that 3D secret word with 

session based method for login security in 

advanced cell. In which we give two level 

confirmation i,e enlistment and login. Enrollment 

having two stages first at whatever point versatile 

client need to utilize this system he/she first finish 

the enlistment level in which it first enter basic 

secret key whatever client need to enter and any 

one shading. What's more, second select 3D secret 

key environment and conceivable article 

determination on 3D pictures as a watchword.  

Login level having two stages first login with 

session plan in which one circle is happen at 

whatever point client going to login and enter his 

secret word which select at the season of 

enlistment. Here now there is no compelling reason 

to choose shading. What's more, second step is that 

login with 3D secret word plan. In which client 

select item on 3D picture as a secret word.  

Each time at whatever point the session is restart 

the circle which having eight area with numeric 

and alphanumeric are rearrange each time in like 

manner the each time at whatever point new 

session restart the 3D picture is additionally 

change. New 3D picture will be produced after 

each session is restart. Due to that the programmer 

will be confound. There is no plausibility of 

hacking the 3D picture secret word either if the 

programmer hack first level watchword. Since 3D 

pictures having more than absence of plausibility. 

From which our first module and second 

modulewill be created, in which first module 

design homepage look like fig.3.2.Home page in 

which we provide two button one as register and 

another as a login as shown below. 
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   fig. 3.2.Home page 

After click on register of fig 3.2 new page open in 

which all general information will be ask as well as 

one colour also ask for selecting at the time of 

login which we need. 

 

Fig. 3.3 First level 

And after clicking on register of fig 3.3,  4 to 5 

theme will be appear from which user can select 

any one 3D environment as a second level in which 

we do some object movement and some tab as a 

password. Fig 3.4 shows 3D environment as a 

second level & Fig 3.5 shows object movement as 

a password. 

 

 

 

 

Fig 3.4 shows 3D environment as a second level 

 

 

 

Fig 3.5 shows object movement as a password. 

In above we see complete first module 

which is having totally  registration. Now we see 

another module that is for login for shoulder 

surfing safe graphical watchword plans in which 

circle having eight sector with different eight 

colour in which it having 26 alphabet with capital 

letters, 26 alphabet with small letters, 1 to 9 

numbers and two symbol i,e @ and #  as shown in 

below fig. 3.6 login page. In which it contain three 

buttons left, right, and back. Left and Right for 

rotating circle in which we choose our color in 

registration form for selecting password either left 

or right. And back for delete wrong alphabet which 

chosen by user. Then click on login for entering 

into another module that  is nothing but login for 

3D image which is not design yet. 
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Fig 3.6 login page 

 

IV. CONCLUSION 

Generally we use password either text 

based or 3D password. If we use only text based 

password in which the user can easily and 

efficiently complete the login process but there is 

some drawback was that guessing attack, dictionary 

attack and no mobility system. Now our propose 

technique is that we use two level authentication 

scheme as a password for mobile user. First level 

for text based graphical password and next level for 

3D image which provide high security to the user. 

If anyone guess our first level password then there 

is no possibility to guess our second level password 

because 3D image will be change whenever the 

session is restart and hacker will be confused 
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